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1	Decision/action requested
This contribution proposes a way forward for 5G MBS security.
2	References
[1]	TR 33.850 v0.6.0
[2]	TS 23.247 5G multicast-broadcast services
3	Rationale
[bookmark: _Hlk71144444]This contribution proposes a way forward for 5G MBS security to address KI #2 and KI #3.
It is specified in TS 23.247 [2] that there are three configuration options for 5G MBS services/applications.
[bookmark: _Toc70079091][bookmark: _Toc73941351]Annex A (normative):
Configuration options at Service and/or Application for MBS
Figure A-1 provides the reference architecture with all configuration variants for Application Function interaction with 5G Core Network, usage of NEF or MBSF in the control plane, and usage of N6, MB2-U or xMB-U in user plane.


Figure A-1: Configuration options at Service and/or Application

From security point of view, two configuration options need to be considered, namely when the MBSTF is present and when the MBSTF is not present.
In the presence of the MBSTF, the MBSTF is a natural selection of the security anchor point like in LTE MBMS as the whole security procedures and protection are well specified in TS 33.246. Also, if 5G MBS has a similar security architecture as in LTE MBMS (i.e., service layer security), it can easily support interworking between 5G MBS and LTE MBMS.
In the absence of the MBSTF, two options in the 5G system can be considered. For those applications where the multicast/broadcast traffic is protected at the application layer, it may be acceptable to not protect the MBS traffic at the 5G system. However, it is not expected that all multicast/broadcast applications enabled by 5G system (e.g., for IoT devices with limited capabilities) employ the application layer security. In such scenarios, 5G system should be able to provide secure transport of MBS traffic, i.e., the transport layer security. For transport layer security, it is reasonable to reuse the AS security (at PDCP layer) as much as possible as it would have minimal system and UE impacts. 
If transport layer security based on AS security at the PDCP is to be supported, it is proposed that key management is performed at each gNB independently to minimize system impacts, e.g., NAS signaling and/or key distribution/synchronization in MBS key change. This would have only minor RRC impacts.
While transport layer security protection and service layer security protection are two independent issues, when service layer security protection is enabled, transport layer security protection can be turned off based on the security policy configuration for the MBS session, i.e., double protection is not of concern.

In summary, to support security protection of MBS traffic for all 5G MBS configuration options in TS 23.247, it is proposed that:
· The 5G system shall support the service layer security for 5G MBS based on TS 33.246. This would be both optional to deploy and implement to avoid unnecessary burden for the deployment of the MBS transport.
· If SA3 decides that mandatory support of 5G MBS security is needed, then the 5G system shall support the transport layer security for 5G MBS (all at the gNB as described above) to provide the security protection for 5G MBS traffic by the 5G system. 
4	Detailed proposal
It is proposed that SA3 approve the pCR in the companion contribution (S3-212865).
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